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This paper investigates the impact of shields on the performance of deep reinforcement learning (DRL)-based
policies in the context of autonomous agile Earth-observing satellites. The scheduling phase during spacecraft
operations determines the sequence of actions that the satellite should take to meet the mission requirements while
adhering to the system’s constraints. The increasing number of satellites, the growing demand for their services, and
the need for fast replanning due to unexpected events or additional requests push the need for methods that can
provide solutions in real time. DRL has shown promise for onboard scheduling, but deploying neural networks in
critical systems, such as satellites, raises reliability concerns. Research has proposed using shielded neural networks
(SNNs) to provide safety guarantees with DRL. This work provides a comprehensive analysis of the impact of
different approaches to training and deploying SNNs on agent performance. Results show that training with action
replacement while assigning penalties for shield intervention leads to higher cumulative reward and lower shield
interference during testing. Further, shielded agents performed similarly to the best unshielded agents but with
fewer safety violations. Although shields provided safety in 30-times-longer-than-training episodes, policies trained
with safety concerns outperform those trained without them.

I. Introduction

ARTH-OBSERVING satellites (EOSs) are equipped with
sensing instruments to acquire images of Earth’s surface, which

can be used for multiple purposes, such as crop monitoring, intelli-
gence gathering, and disaster response. During the spacecraft’s oper-
ation, there is a planning and scheduling phase responsible for
providing the sequence of actions that the satellite should take to
meet the mission requirements while respecting the system’s con-
straints. The advent of agile EOSs (AEOSs) adds complexity to the
problem due to their extra maneuverability capabilities, both along-
track and across-track, increasing the solution space. The growing
demand for satellite imagery has led to oversubscribed systems,
making the scheduling problem increasingly complex. Deep reinforce-
ment learning (DRL) methods have shown promise in solving the
AEOS scheduling problem [1,2], but deploying neural networks in
critical space systems raises safety concerns. Shields have been pro-
posed to provide safety guarantees [3—7], yet a systematic evaluation
of how different shielding approaches can be incorporated during
training—and how they affect overall performance—is still missing.
The AEOS scheduling problem is shown to be NP-hard, and
different optimization techniques are investigated to solve the
problem, such as greedy algorithms, dynamic programming, con-
straint programming, and local search [8]. Heuristics have been
employed in the context of multisatellite systems [9], and a local
search algorithm has been used to maximize the total reward
obtained by an AEOS while minimizing the reward difference
of users sharing the platform [10]. More recently, the use of an
infeasibility-based graph has been proposed, where the best
solution corresponds to the maximum independent set of the
graph [11]. Other papers propose using budgeted uncertainty to
deal with cloud coverage uncertainty and show the possibility of
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solving the problem using column generation and simulated
annealing methods [12,13]. Onboard replanning based on cloud
coverage information is also explored [14]. Reference [15] pro-
vides an overview of the AEOS scheduling problem and the
methods proposed to solve it.

Despite advances in optimization techniques, the AEOS scheduling
problem remains challenging, especially when accounting for the
need for fast replanning due to unexpected events, such as cloud
coverage or additional requests. This pushes the need for fast sched-
ulers that can provide solutions in real time and in a closed-loop
format. For example, increased onboard autonomy in the Earth
Observing One satellite enabled more efficient use of spacecraft
resources and improved mission return by detecting events of interest
(e.g., volcanic eruptions) and adapting the observation plan accord-
ingly [16]. Similarly, the IPEX CubeSat demonstrated onboard
autonomy using machine learning algorithms for data processing
and the CASPER planner [17,18]. Both missions employed layered
safety checks to ensure safe operation during autonomous execution.
More recently, the CogniSAT-6 spacecraft (launched in 2024) lever-
ages dynamic targeting [19] to incorporate lookahead information and
adapt its schedule onboard [20]. The use of reinforcement learning
combined with deep neural networks (DNNs), known as DRL, has
shown the ability to effectively solve the scheduling problem under
complex dynamics and constraints while presenting high adaptability
[2,5,21]. The fast evaluation of the DNNs after training shows the
potential of DRL for onboard autonomy. Figure 1 illustrates high-
level flight modes that can be tasked in AEOSs when running DRL-
based policies in a closed-loop format.

For example, Monte Carlo tree search with DNNs is tested to
solve the scheduling problem for EOSs and AEOSs, performing
similarly to a genetic algorithm in [2,22]. An in-depth comparison
of different DRL algorithms for EOS scheduling, such as advantage
actor—critic, deep Q-network, and proximal policy optimization
(PPO), is provided in [7]. Performance comparison of DRL with
PPO and mixed-integer linear programming (MILP) under different
target distributions is also investigated, showing promising results
[23]. DRL is also shown to be effective in multisatellite deployment
when communication is used to create collaboration among agents
[24.,25]. The uncertainty of clouds above targets is also accounted
for in the AEOS scheduling problem, and the performance of agents
with different observation capabilities is investigated [26].

However, using such policies obtained from DRL for autonomy
with minimal human intervention in critical systems, such as satel-
lites, raises concerns about their reliability. To mitigate this problem,
it is possible to assign penalties during training when the agent


https://orcid.org/0000-0001-7244-7491
https://orcid.org/0000-0003-0002-6035
https://doi.org/10.2514/1.I011774
www.copyright.com
https://aiaa.org/publications/publish-with-aiaa/rights-and-permissions/
https://aiaa.org/publications/publish-with-aiaa/rights-and-permissions/
mailto:lorenzzo.quevedomantovani@colorado.edu
http://crossmark.crossref.org/dialog/?doi=10.2514%2F1.I011774&domain=pdf&date_stamp=2026-08-20

Downloaded by Univ of Colorado Libraries - Boulder on October 2, 2026 | http://arc.aiaa.org | DOI: 10.2514/1.1011774

QUEVEDO MANTOVANI AND SCHAUB 941

R [/Charging\J
y \ ode )

[ Imaging J

mode

 Momentum
‘%management

Fig. 1 Illustration of high-level flight modes that can be tasked in
AEOSs running DRL-based policies for onboard closed-loop decision-
making.

reaches a terminal state. Despite leading to a decrease in safety
violations, these soft constraints require proper tuning of the penalty
value, which can be difficult, and do not provide guarantees on
safety [27]. To overcome this problem, recent research proposes
using shielded neural networks (SNNs) to provide hard guarantees
on safety while minimizing interferences [28]. Shields can be
synthesized from linear temporal logic (LTL) [29] and formulated
for single-agent [28] and multi-agent [30] systems. Different
methods to incorporate safety guarantees, such as those provided
by shields, during the training and deployment phases are inves-
tigated. They can be separated into three categories [27]: action
replacement, action projection, and action masking.

Action replacement replaces the agent’s action with a safe action
if the original selected action is deemed unsafe (actions whose
probability of leading to a terminal state exceeds a given threshold).
Action projection projects the agent’s action into a safe action using
methods such as model predictive control (MPC), control barrier
functions (CBFs), or optimization techniques while trying to
minimize the difference between the original and safe actions. This
method is mostly applicable to continuous actions, where a distance
metric is more easily available. Action masking modifies the policy
distribution over actions by changing the probabilities associated
with each action, allowing the agent to sample only from the set of
safe actions, with the set of safe actions being accounted for in the
policy update [31]. Action masking can be particularly helpful in
environments with large action spaces, focusing exploration on the
subset of valid actions [32]. These three different methods are also
combined with different learning tuples, where different information
is used to update the policy during training, leading to different
effects.

Reference [31] reports increased performance and convergence
speed when action masking was implemented in a discrete snake
game environment with relatively small state and action spaces. A
similar result is seen in [32], which compares the use of action
masking to assigning a small penalty when the agent selects an
invalid action (but without replacement) and notices that the former
scaled better with the number of invalid actions. Notably, the
authors indicate that agents trained with masking but deployed
without masking selected fewer invalid actions than when assigning
penalties during training. Reference [33] also reports improved
training performance when using a mask provided by a shield
compared with an unshielded baseline in two different envi-
ronments.

References [28,34] report improved learning performance when
using shields during training with action replacement, both when
assigning a penalty or not for being overruled by the shield. Using
centralized and decentralized postposed shields during training in
multi-agent scenarios is shown to preserve training performance
while ensuring safety [30] and being superior to only assigning
penalties for safety violations without corrections. Interestingly, in
[34], an experiment shows better performance when training with-
out and deploying with a shield. On the other hand, in [27], experi-
ments on an inverted pendulum and a quadrotor stabilization task

show that action replacement combined with small penalties for
safety interventions during training leads to the best performance in
terms of reward and number of interventions when compared with
masking or pure action replacement without penalties. Still, the
authors state the need for further research on these different methods
in more complex scenarios and how these methods can interact with
policy training.

Shields have been applied to the satellite scheduling problem,
where the spacecraft must maximize its rewards obtained by scanning
nadir [4]. Two safety aspects are considered: battery levels and
reaction wheel speeds (because speeds over the limit can drive the
system unstable). The authors construct a safety Markov decision
process (MDP) from the original partially observable MDP
(POMDP), which includes unsafe states (states whose probability
of leading to a terminal state exceeds a given threshold) that the agent
should avoid. While the policy is obtained using PPO, the PRISM-
games solver is used to solve the safety MDP and obtain the shield.
Agents are trained with and without shields for comparison. An action
replacement approach (postposed shield) is used during training,
where the original action (before correction) is used in the policy
gradient update, while the reward is assigned based on the safe
action passed to the environment. The training results indicate that
the shielded agents achieved significantly better performance. When
testing the policy with shields, the agents effectively avoid terminal
states and return to safe regions of the state space. With a similar
approach, Ref. [3] compares shielded training to an unshielded case
with different failure penalties, showing that the shielded agents
outperformed the unshielded ones during training.

SNNs have also been used in the scheduling of AEOSs with point
targets, and, in addition to battery levels and reaction wheel speeds,
the satellite’s angular velocity is also considered a safety aspect [6].
Although the agent was trained to image a specific location on
Earth, the results suggest that the SNN could still keep the agent
safe when deployed in different environments, such as the moon,
due to the use of canonical coordinates. The performance of DRL
trained with a postposed shield and a rule-based policy are com-
pared in a multisatellite system [35]. The results indicate that the
DRL policy outperforms the rule-based policy with more imaged
targets while showing less action interference from the shield. The
problem considered up to 1000 requests submitted to the satellites.

In a rendezvous and proximity operation context, Ref. [36] inves-
tigates the use of discrete control barrier functions as a shield and
uses the action projection approach to minimize deviations from the
original action. The authors compare training performance when
enforcing different constraints and find that some constraints
improved training while others hindered it. During training, the safe
action returned by the shield was not used in the policy gradient.
Their results indicate that the policy trained without the shield
outperformed the policy trained with the shield when both were
deployed with shields in terms of total fuel consumption. Similarly,
Ref. [37] uses action projection based on an optimization process to
keep the spacecraft in a passively safe trajectory while minimizing
the deviation in the required velocity change. The policy is trained
with a collision penalty and tested with and without the shield. In
addition to providing safety, the shield allowed for an easy change
of safety distance during deployment without retraining the policy.

Reference [38] expands the work on shields for complex autono-
mous AEOS operations, presenting a framework to generate shields
from LTL specifications automatically and three distinct shield
formulations. Their results indicate that policies trained without
shields in an environment with safety constraints but deployed with
shields lead to the best interaction between the policy and shield, as
seen in fewer safety violations and lower shield interference. Refer-
ence [39] investigates the impact of the shields developed in [38] on
the performance of autonomous AEOSs in long-term scenarios,
where agents were tested in 30-times-longer-than-training episodes.
The results provide insights into the minimal impact observed when
shielding a policy with postposed shields (action replacement)
during testing that was trained without a shield. Still, the effect of
incorporating shields during training is not investigated.
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Shields have shown promise in enhancing safety without
hurting performance in autonomous systems. Although systematic
studies have been conducted on how the different forms of incor-
porating shields during training impact the resulting policies, these
studies are limited to simple environments or games. In the context
of space systems, an extensive analysis of the impact of different
shielded training and deployment formulations on performance is
still missing. The main contribution of this paper is to help bridge
this gap by providing a comprehensive analysis of the different
methods of incorporating shields during training in AEOSs, their
impact on the resulting policies, and the tradeoff between perfor-
mance and safety provided by shields during testing. Agents are
tested in episodes 30 times longer than training to analyze long-
term survivability.

The remainder of this paper is organized as follows: Section II
includes the problem formulation. Section III describes the different
methods of incorporating shields during training. Section IV
presents the simulation environment and training and testing con-
figurations. Section V presents the training results, Sec. VI presents
the testing results, and Sec. VII concludes the paper.

II. Methodology

A. Markov Decision Process Formalism

Sequential decision-making problems can be formulated as an
MDP, which is defined by a tuple (S, A, T,R,y), where S is the
state space, A is the action space, T(s’|s,a) is the transition
probability function, R(s,a,s’) is the reward function, and y is
the discount factor. The agent interacts with the environment by
taking actions a € A in a given state s € S, which leads to a new
state s € S with a probability T(s’|s, a) and receives a reward r.
The goal of the agent is to learn a policy z:S — .A that maximizes
the expected cumulative discounted reward [40]

Vi(s) = E[i ykrk}
k=0
= ]E|:Z Y'R(s;. ap, S,41)

=0
VseS ()

a, ~a(s), sq1 ~T(sy, at):|s

where V7 (s) is the value function of state s when following policy 7.

Because different actions can have different durations—such as
imaging targets closer to or farther from the spacecraft—the
problem formulation is extended to a semi-MDP (sMDP), where
the agent can take actions that have variable durations. Refer-
ence [41] shows superior performance when using an sMDP
compared with an MDP in the context of AEOS scheduling,
achieving competitive performance compared with an MILP sol-
ution. In sMDPs, the discounting factor y becomes a factor of the
elapsed time 6¢; in a given action a; instead of the number of
steps, such that

V”(S) — ]E[}/A“' ro + yAt',+At, r + yAtO+At.+Atz Fyt o- ]

= IE|:Z yzt:" At’rki|, VseS 2
k=0

The problem can be further extended to a partially observable
sMDP (POsMDP) when the agent does not have full observability
of the state space, which is defined by a tuple (S, A, T, R, y, O, Z)
[42], where O is the observation space and Z(o|s’,a) is the
observation function. The agent receives observations o € O
instead of the full state s. As the agent only has access to the
observation instead of the state, the policy can be redefined
as7:0 - A.

B. Problem Definition

The AEOS scheduling problem is formulated such that the agent
can select from different flight modes, such as charge mode, down-
link mode, momentum management mode, and imaging mode, as
proposed in [3,43]. In the case of imaging targets, the agent can
specify which target to image from a set of upcoming targets. The
problem is defined as a POsMDP as follows:

1) State Space S: It contains information about the spacecraft
states, targets, and internal variables of the simulator. S consists of
continuous and discrete states. The agent reaches a terminal state if
the battery level reaches zero or if any of the reaction wheels exceed
their maximum allowable speed.

2) Action Space A: It contains N + 3 discrete actions that the
agent can take. The satellite can enter charge mode (@charge), down-
link mode (@gowniink)» Momentum management mode (dgesq)s OF
image one of the N upcoming targets (Aimage = {@im,j|j € [1, N]})
such that A = {acharge} U {adownlink} U {adesal} U Aimage-

3) Transition Probability Function 7(s’|s, a): Transitions are
deterministic and generated by a generative model G provided by a
high-fidelity simulator that propagates the spacecraft dynamics
(s" = G(s,a)).

4) Reward Function R(s, a, s’): A target request z; is defined by
its priority p; and position r; such that 7; = (p;,r;). Initially, all
targets are in an unfulfilled list of requests I/; a target is moved to a
fulfilled list 7 when it is successfully imaged. The agent receives a
reward based on the target’s priority, p;, such that

pi if 1, €U and a € Ajpyge
R(s,a,s") = 3

0 otherwise

5) Observation Space O: It is a subset of the dimensions in S
and contains information that the agent can observe and that is
useful for the decision-making problem. It includes data on the
next N upcoming targets in I/, while internal simulator variables
and targets beyond this set at a given time step remain unobserved.
The observation space is based on [41], which conducted an
ablation study to determine the most relevant variables for the
AEOS scheduling problem. Time is not used in the observation
space because infinite episodes (truncated at the time limit) are
used instead of finite episodes (terminated). In addition to the
target-specific information, the observation space includes a
measure of the request density provided by Eq. (4), which indi-
cates the target availability. As discussed in [41], the request
density provides information about gaps in upcoming requests
without the need for a large N, helping to plan resource manage-
ment actions. The parameters were set as K = 20 and At = 5 min.

>

Pi€P

k=1,....K;, Pr={p;€Ult+ (k—1)At<t! <t+kAt}

“

6) Observation Function Z(o|s’, a): The observation function is
deterministic because the satellite is assumed to observe the obser-
vation space perfectly with o € O.

Although all targets are created at the beginning of each episode,
only a subset of them is available for imaging and in the observation
space at each time step. This subset contains the following N
upcoming targets in U, ordered by their imaging window, making
the system scalable to any number of targets in the environment.
From the agent’s perspective, targets are arriving dynamically.
Reference [41] investigates the agent’s performance with different
N in the observation and action spaces, showing N = 32 to lead to
good performance, and compares it to an MILP solution. For
N = 32, the observation space has a size of 300 and the action
space has a size of 35.

Despite rewards being awarded for imaging targets, they could also
be assigned based on other criteria, such as downlinked information



Downloaded by Univ of Colorado Libraries - Boulder on October 2, 2026 | http://arc.aiaa.org | DOI: 10.2514/1.1011774

QUEVEDO MANTOVANI AND SCHAUB 943

(resembling mission operations as in [44]), a combination of imaging
and downlink rewards [45], or other mission objectives.

III. Shielded Neural Networks

Although agents can learn to avoid unsafe states during training,
there are no guarantees that the agent will remain in safe states
during deployment [7]. In high-stakes applications, such as autono-
mous spacecraft operations, ensuring that the agent does not take
actions that can lead to terminal states is crucial. Therefore, it is
necessary to incorporate safety guarantees during deployment.
Shields can be combined with the agent’s policy to guarantee safety
while minimizing interference with the agent’s actions [28]. How-
ever, there are different ways to incorporate shields during training
and deployment, which can lead to distinct performance levels [27].

Although different works have explored these different methods,
simplified scenarios were used for evaluation, or environments
significantly different from the AEOS scheduling problem were
considered. Therefore, a few of the most promising methods were
selected to be further investigated:

1) Action replacement: The agent’s action a is replaced with a
safe action a? if the shield detects that the agent’s action would lead
to an unsafe state. This method is implemented in [6,35,38]. This
case uses the tuple (0, a, 0’, R(s,a?, s")) for policy updates, mean-
ing that the policy gradient is unaware that the action was replaced
by the shield—in line with the naive learning tuple presented in [27].

2) Action replacement with interference penalties: Similar to
action replacement, but the agent receives an interference penalty
Tpenalty When the shield replaces its action, such that the tuple
(0,a,0",R(s,a”,s") + Fpenany) is used for policy updates. The
penalty is used to encourage the agent to avoid unsafe actions,
which can decrease safety violations.

3) Action masking: The agent’s action is masked such that only
safe actions are available to the agent. This method is implemented
in [31,32,46]. In this case, the tuple (o0, a?,0’, R(s,a?, s’)) is used
for policy updates. This approach is similar to the safe action case
presented in Refs. [27,46].

Figure 2 illustrates the differences between action replacement
and action masking.

A. Action Masking

Logits are the raw output of a DNN, which are the unnormalized
log probabilities of each action. Logits are then passed to a softmax
function to obtain the action probabilities, which are used to sample
actions for the policy—or the highest probability is selected for
deterministic policies. In action masking, the logits are modified to
ensure that invalid actions have zero probability of being sampled.

Agent

b) Action masking

Fig. 2 Illustration of the differences between action replacement and
action masking. The critic networks are not shown.

This can be done by modifying the logits directly or by modifying
the action probabilities after the softmax function [46]; this work
uses the former approach.

Action masking is implemented using a logit-level masking tech-
nique, where the log of the mask vector m of binary values—O0 for
invalid actions and 1 for valid actions—is added to the logits [32,46].
The vector m is obtained from an observation-dependent mask
function m(o, a) defined as

1 if a € Aye(0)
m(o,a) = { &)

0 otherwise

which is then added to the original logits /, leading to the masked
logits I such that

17 =1 + log(m) (6)

where the log function is applied elementwise to the mask vector m,
leading to negative infinity values for invalid actions. The masked
logits are then passed to the softmax function to obtain the masked
action probabilities

exp(l”(alo))
> aeaexpl?(a’lo))

7% (alo) =

)

leading to the masked policy #¢, which has a zero probability of
sampling the invalid (unsafe) actions.

Although the selected safe action is being passed to the policy
update in the case of action masking, different policy gradient
methods can be used to update the policy. The policy gradient can
use the safe action a? combined with the original policy z-naive
invalid action masking in [32] or composite objective invalid action
masking (CO-PIAM) in [46]—or the masked policy 7¥—on-policy
invalid action masking (On-PIAM) in [46].

Reference [32] shows that the gradient obtained using
On-PIAM is a valid policy gradient. Further, Ref. [46] extends
the analysis to demonstrate that On-PIAM directly optimizes the
masked policy, with the downside of requiring the masking func-
tion m(o,a) even during deployment. As such, the On-PIAM
method is used in this work because deployment would occur
with a shield to guarantee safety.

B. Shields

The shields’ framework utilized in this paper is based on [38],
which uses an SNN to provide safety guarantees. When shields are
implemented with an action replacement method, the agent selects
an action based on its policy, which is then verified by the shield. If
the shield detects that the action would lead to an unsafe state, it
replaces the agent’s action with a safe action most likely to take the
agent to a safe region. If action masking is used, the shield is used as
the masking function [Eq. (5)].

In this paper, four different shields are considered. Three shields
are from the work of [38], where a lower-dimensional safety MDP is
abstracted from the original POsMDP. The safety MDP state space
S is a finite set of states obtained by partitioning safety-relevant
states (attitude rate norm, reaction wheel speeds, and battery frac-
tion) from the original state space S, keeping it trackable while
preserving the Markov property. The safety MDP transition proba-
bilities, T(s, a, s’), are obtained through simulations, representing
the probability of the agent transitioning to state s’ € S given the
current state s € S and selected action. The fourth shield is hand-
made based on expert knowledge of the problem. The shields
consider battery charge level and reaction wheel speeds to be safety
aspects in all cases. The shields are described as follows:

1) One-Step (1S): Allows actions that have a probability 1 — p of
leading to a safe state. Let S, be the set of terminal states (where the
battery level is zero or any reaction wheels exceed their maximum
allowable speed), S, be the set of unsafe states, and S; be the set of
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safe states such that S, = S\ S, and S, = S,. Then, the set of safe
actions at a state s € S is defined as {a € A|Zs,53" T(s,a,s’) < p}.
However, there is no guarantee that a safe action is available in the next
state s'. If the agent reaches a state with no safe actions available, the
action with the highest probability of leading to a safe state is selected.

2) Two-Step (2S): Allows actions that have a probability 1 — p of
leading to a safe state in the next step and that have a safe action
available in the second step. This shield is obtained by initially

defining a set of unsafe states S, (initialized as S, = S,) and
recursively adding states to it when no safe action is available.
Similar to 1S, the shield returns the action with the highest proba-
bility of leading to a safe state if the agent reaches an unsafe state.

3) Q-Optimal (Q): Constructed with dynamic programming, it
obtains a policy g that minimizes the probability of reaching a
terminal state. It allows only actions that have a probability 1 — p of
leading to a safe state (S, =S, and S, =S\ S,); if none is
available, it uses 75 to obtain the action more likely to lead to a
safe state.

4) Handmade (H): Is based on expert knowledge of the problem,
having heuristic rules to enforce safety.

Shields 1S, 2S, and Q also possess an additional safety layer,
where the agent is forced to enter momentum management mode if
any of the wheels’ angular speed fraction exceeds 0.88 or into
charge mode if the battery fraction falls below 0.12. If both con-
ditions are met, charge mode takes precedence. The three shields
use p = 0.05.

The H shield is based on the works of [7,23] and overrides the
agent’s selection to take the charge action if it is not in eclipse and
the battery charge is below a certain threshold. The battery threshold
depends on a minimum energy threshold, E,;,, and the time until
the next eclipse. Therefore, the H shield obtains the eclipse duration,
e4, and estimates the energy consumption during the eclipse, E,, in
that period with

E, = e Py (®)

where P, is an estimate of the satellite’s power consumption. The
minimum energy threshold, E,, is calculated as

Et = Ee + Emin - lePc (9)

where P, is the passive charging rate of the satellite, and ¢, is the
time to the next eclipse. The H shield also forces the agent to enter
momentum management mode to desaturate the wheels if any of the

wheels’ angular speed fraction is above a threshold W,. The H shield
selects the charge action if both conditions are met. Despite using
expert knowledge, the H shield might fail in edge cases that are not
considered in the design. For this work, E;, = 0.25, P, = 1.0,

P.=1.0,and W, = 0.7.

IV. Training and Testing Environments
A. Simulation Environment

The simulation was implemented in BSK-RL,# a Python package
focused on environments for spacecraft planning and tasking [47].
BSK-RL combines the Gymnasium Python package used for RL
studies with Basilisk, which is used as the generative model G.
Basilisk! is an astrodynamics simulation framework that can
simulate high-fidelity spacecraft dynamics and its systems and
subsystems [48]. It is written in C and C++ and has a Python
interface, which makes it easy to interact with and fast for training
and testing.

The simulation environment accounts for the spacecraft dynamics,
reaction wheels, battery subsystem, storage, and downlink capabilities.
Therefore, if the agent tasks an action to image an incoming target, it is
not guaranteed to succeed. The tasked action specifies the desired
attitude to the closed-loop control module—a modified Rodrigues

“Data available online at https://avslab.github.io/bsk rl/.
$Data available online at https://avslab.github.io/basilisk/.

parameter (MRP) steering law ([49], pp. 387-518)—which then
computes the reaction wheel torques, with the spacecraft’s attitude
being propagated by the high-fidelity simulator. Three reaction
wheels are considered, positioned orthogonally to each other and
aligned with the spacecraft principal axes. During the maneuver,
the simulator checks if the imaging constraints are met, such as
the relative angle between the target and the spacecraft, the
relative angle rate, and the observation window. If the constraints
are met, the image is taken, the data are added to the buffer, and
the target is moved to the fulfilled list.

Similar to imaging actions, the downlink action is not guaranteed
to succeed unless the spacecraft meets the requirements and is
within the reach of a ground station. The downlink action frees
storage space, accounting for the amount of stored data and the
downlink rate. Although rewards are not awarded for downlinking
information, the agent cannot add more images to storage space if it
is full, which requires it to downlink data. When tasked with a
charge action, the satellite maneuvers to position its solar panels to
maximize energy generation. Still, charging is not guaranteed to be
successful, as the satellite is required not to be in eclipse. Despite the
charge action, the satellite passively charges its batteries whenever
there is adequate solar incidence, with the charging rate as a function
of the solar incidence angle. At all times, the satellite has baseline
power consumption to represent essential subsystems, the power
consumption of the imaging and downlink instruments when in use,
and the reaction wheels as a function of their speed.

Lastly, the momentum management action is responsible for
desaturating the reaction wheels. Reaction wheels are used to
control the spacecraft’s attitude and accumulate momentum over
time in the presence of external torques. The momentum manage-
ment action aligns the spacecraft with an inertial reference frame
and fires thrusters to desaturate the reaction wheels. Table 1 shows
some spacecraft parameters, such as mass, and subsystem informa-
tion, such as storage space. Values not mentioned here are set as the
standard values for the modules in BSK-RL.

The simulation uses an event-based tasking method, where, after
the agent takes an action, the simulator propagates the simulation
until certain conditions are met [41]. For imaging actions, the
satellite simulator propagates the dynamics until the target is suc-
cessfully imaged, the opportunity to image it is missed, or a deter-
mined maximum time step is reached. Charge, downlink, and
momentum management actions are propagated until the deter-
mined time step is reached. The maximum time step for imaging
and downlink actions is 300 s; for other actions, the maximum time
step is 60 s. As safety constraints, the satellite has to keep the battery
charge level above zero, and the reaction wheels have to remain
below a maximum angular speed threshold. The episode terminates

Table 1 Spacecraft parameters

Parameter Value
Altitude 800 km
Inclination 45 deg
Mass 330 kg
Battery capacity 160 W - h
Base power consumption 20 W
Data storage capacity 50 MB
Relative angle limit for imaging 28 deg
Relative angular rate limit for imaging 0.01 rad/s
Minimum target image elevation 58 deg
Reaction wheels’ maximum torque 04 N-m
Reaction wheels’ maximum speed 1500 RPM
MRP steering gains (K, K3) 0.25, 3.0
Servo gain 30
Maximum rate command 5 deg/s
Initial battery charge fraction [0.4,1.0]
Initial storage space fraction [0.0, 1.0]
Initial reaction wheels’ speed fraction [-0.5,0.5]
Number of requests in U [100, 3000]
Requests’ priority (p;) [0, 1]
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if any of the conditions are not fulfilled. An example of the code
used for training and testing is available on the BSK-RL website.

To mimic more realistic request patterns, the simulation uses a
city-based target distribution. The distribution is based on the
world’s most populated cities,= similar to [50].

B. Training Environment

A training environment was set up to train the agent and obtain
a policy using DRL. The PPO algorithm [51] from RLIlib [52]
(version 2.35.0) was used. The training was performed in the
University of Colorado Research Computing Alpine high-
performance computing resource [53] using 32 AMD Epyc-
7713 cores with 100 GB of RAM. Each policy was trained for
up to 20 M steps or 72 h of wall-clock time.

Two fully connected layers of 2048 nodes each were used (with
different networks for the actor and critic), with a learning rate of
31075, a training batch size of 3000 with 10 epochs, and a
discount factor of 0.997. The gradient clipping was set to 0.5,
PPO clipping was set to 0.2, and the generalized advantage estima-
tion (GAE) was set to 0.95. Other parameters were set as the
standard values in RLIlib. The hyperparameters were selected based
on [41], which shows that the following combination leads to good
performance compared with an MILP solution.

Training episodes were limited to three orbits to allow for more
frequent resets of the environment, leading to more randomization
of the initial conditions and a more diverse training set. The episodes
were truncated after three orbits, so the value function was used to
estimate the value of the next state.

C. Trained Policies

Different policies were trained with the different methods dis-
cussed in Sec. III combined with the different shields presented in
Sec. II.B. Additionally, three benchmark policies are provided. The
original policy 7 is trained without shields or penalties for reaching
terminal states. Policy 7, is identical to z; with the addition of a
failure penalty of —10 (identified as the best penalty when deploying
with the H shield in [41]). Lastly, 7, is trained with a very large
battery and no reaction wheel speed limits, so it does not need to
learn the safety aspects of the problem. Therefore, 7, is extremely
greedy, taking only imaging and downlink actions. The cases with
action replacement with penalties used shields H and Q because H
tends to have the least interference and Q the highest, allowing for a
better comparison of the effect of the penalty. Table 2 summarizes
the trained policies. Each policy was trained three times with differ-
ent seeds to reduce the bias toward a lucky or unlucky training run.

D. Testing Environment

The testing environment is similar to the training environment,
with two main differences. First, the episode duration is set to
90 orbits (approximately 6.3 days) instead of three. Longer episodes
allow for more realistic testing of the policies in long-term cases and
better evaluation of the tradeoff between safety and performance
provided by the shields. The test episode duration was selected
based on [39] and represents a tradeoff between computational cost
and episode length sufficient to evaluate the impact of shields on
survivability. Because fewer than 7% of the baseline cases remained
alive at the end of the episode, the 90-orbit duration allows this
effect to be assessed while keeping the computational cost manage-
able. Second, requests were replenished during testing to ensure that
the agent had a continuous stream of targets to image. The request
replenishment is done by adding new targets to the unfulfilled list 2/
every time a target is imaged, such that the number of requests in I/
remains constant over time. This change is relevant in the extended
testing episodes, as otherwise the agent would run out of targets to
image after a few orbits.

IData available online at https://avslab.github.io/bsk_rl/examples/training
with_shield.html.

**Obtained from https://simplemaps.com/data/world-cities v1.76.

Table 2 Trained policies

Shield configuration Penalties

Policy Action replacement  Action masking Interference  Failure

(=]

T —_— —_—

|
—_
=

m —— ——

(=]

To _ -
TR H ——
THM —— H
1SR
TT1s-M — 1S

28R 28 -

T2s-M — 28

QR Q ——

TQ-M — Q

—_ —0.01
—_—— —0.1

—
195
|
|

SO OO OO O oo o o0

7u-Poor
7u-Po.1
7Py
—— -10
—0.01
—_ —0.1

7u-Pio
”Q‘Po.ol
”Q-Po.l
ﬂQ—P,

O O OO OO OO0 O o000 oo oo

0O T T T T
|
|

7o-Pio —— -10

V. Training Results

Figure 3 shows the policy average reward over training as a
function of training steps for policies 7y, 7, and 7,,. Training
results are shown as an average of the three runs for each policy
(average of the smoothed results). The shaded area represents the
standard deviation. The results show that 7, achieved the highest
average reward, as expected, because safety aspects did not
constrain it (obtaining 100% aliveness). Interestingly, 7, achieved
a higher average reward than 7|, mainly due to its increased survival
rate. The bottom plot in Fig. 3 shows the percentage of episodes that
completed the three orbits successfully without failures. Despite the
failure penalty in case x,, it did not learn to avoid unsafe states
entirely. Although the failure penalty applied to policy 7, could be
increased, a failure penalty of —10 led to the best performance
during testing when shielded, as investigated in [41]. Higher pen-
alties resulted in more conservative and lower-performing policies.

The training results for the shielded cases with action replacement
and action masking are shown in Fig. 4. The top plots show the
reward, and the bottom plots show the shield interference. For the
action replacement cases (where the agent can select an unsafe
action, which is then replaced by the shield), shield interference
was measured as the percentage of actions replaced by the shield,
given the total actions taken by the agent in a given episode. In the
action masking cases (where unsafe actions are removed from the
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Fig. 3 Average reward during training for policies 7, 7,, and =z,
without shields.
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Fig.4 Training results for policies trained with action replacement and
action masking; 7; and z,, are shown for reference.

policy’s action set, preventing the agent from selecting them), shield
interference was measured as the percentage of steps where not all
actions were available to the agent, meaning that the agent could not
select an action that would lead to an unsafe state. The different
shield interference metrics are necessary because the two shielding
mechanisms operate differently; nevertheless, both quantify the
frequency with which the shield interferes with the agent’s action
choices.

The results in Fig. 4 indicate that all cases trained with shields
achieved higher performance than z,. Interestingly, cases trained
with action replacement showed a decrease in shield interference
over training, which indicates that agents learned the safety aspects
of the problem, even without explicitly using a? in the policy
update. A hypothesis for this effect is the opportunity cost of having
an action overridden by the shield. With city targets, there are
opportunities to charge and desaturate the wheels in regions with
few requests. If, instead, the agent is forced to take one of these
actions over a highly dense region of requests, it would lead to a
missed opportunity to acquire targets. The shield interference in
Fig. 4 also matches the expected results. The H shield had the lowest
interference, being the least conservative, whereas the 1S, 2S, and Q
shields had higher interference. On the other hand, the action
masking cases showed smaller interference than the action replace-
ment cases, also decreasing over time. The cases trained with action
masking are expected to show lower interference from shields, as a?
was used in the policy gradient, which incentivized the agent to
learn those actions.

The comparison between the different penalties for action replace-
ment with the H and Q shields is shown in Fig. 5. Although the cases
with a small penalty of —0.01 showed similar shield interference to
those without penalties, the higher penalties led to decreased shield
interference from the beginning of training. Although higher penalties
led to a decrease in shield interference, they also hindered learning.
This effect was more evident with the Q shield, which tended to have
higher shield interference, with the 74-Pjo policy failing to learn in
two training runs. Policies 7#y-Py; and 7y-P; were among the best-
performing policies overall.

VI. Testing Results

Each policy was tested in 90-orbit-long episodes with target
replenishment, as aforementioned in Sec. IV.D. Each policy was
tested with 20 different seeds in environments with 100, 500, 1000,
2000, and 3000 requests in the unfulfilled list ¢/ when combined
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Fig. 5 Training results for policies trained with action replacement
with different shield interference penalties; 7; and 7., are shown for
reference.

with a specific shield, resulting in 100 test cases for each unique
combination of trained policy and shield. Policies x|, 7,, and 7,
were tested with all shield configurations to investigate the effect of
the different shield formulations. Policies trained with action
replacement with interference penalties were tested with the H
and Q shields to investigate the effect of less and more restrictive
shields on the results. In the remaining cases, policies were tested
with the shields with which they were trained. Table 3 summarizes
the testing cases with shields.

When policies were tested with shields, the action replacement
approach was used, even with those trained with action masking, for
two reasons. First, it is more likely that action replacement shields
will be used in practice, where the shield returns the action with the
highest probability of leading to a safe state. Second, when actions
were masked out during training, one action was usually available to

Table 3  Testing case configurations

Shield used during testing

Policy None H 1S 2S Q
b v v v v v
23 v N v N v
T v v v v v
THR v v —— — —
THM v v —— —— ——
1SR v - v - -
1S-M v - v - -
Tosk v o —— == Y ——
Tos-M v - - v -
QR v —_— —_— —— v
oM v —— —— —— v
u-Poo1 v N —_—— —_—— v
y-Po.1 v v —_— —_— v
-Py N N —— —_— v
my-Pio v N —_—— —_—— v
7o-Poor v N —_— —_— v
7o-Po.1 v v —_— —_— v
7q-P, v v —_ —_— v
7g-Pyo v v - - v
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the agent, leading to a case similar to action replacement (except for
the difference in the policy update during training). This hypothesis
was tested and confirmed by selecting one training run of 7g.g with
Q shield to be tested with both action replacement and action
masking, showing identical results in terms of rewards and number
of orbits alive across all test cases.

A. Policies Trained Without Shields

Policies 7y, 7,, and 7, were initially tested without any shields.
Figure 6 shows the percentage of cases alive during testing as a
function of the number of orbits completed in the episode across all
test cases. As expected, 7, had higher survivability (less than 10%
of cases alive after 69.6 orbits) than z; (less than 10% of cases alive
after 7.19 orbits) and 7., (less than 10% of cases alive after 5.1
orbits). Nevertheless, 7, only had 6.33% of cases alive after
90 orbits, showing the necessity of shields to ensure safety during
long-term operations. When analyzing the average number of com-
pleted orbits as a function of the number of requests, 7, showed an
increase as the number of targets increased, ranging from 7.01 orbits
with 100 requests to 30.02 orbits with 3000 requests. The other two
policies did not show a similar trend, with z; averaging 4.94 orbits
and 7, averaging 3.33 orbits across all target counts.

When shielding policy 7, all cases completed the 90-orbit
episodes without failures. Figure 7 shows the reward, reward rate,
and shield interference for 7z, with the different shields as a function
of the number of requests in the unfulfilled list /. No significant
differences are seen in terms of the obtained reward or as a function
of the number of targets available to the agent. Although the
unshielded policy showed a higher reward rate (reward divided by
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Fig. 8 Policies 7y, 75, and x, tested with different shields; x, 2S used
as reference.

the number of orbits alive), the total reward was low due to the low
number of cases alive at the end of the episodes. Counterintuitively,
shield interference tended to decrease with an increase in the
number of requests. This behavior is linked to the agent taking
longer actions in scenarios with fewer targets and having fewer
opportunities to retask to charging or desaturation actions. On the
other hand, the number of actions tends to increase in scenarios with
more requests, with a smaller increase in the need to charge or
desaturate the wheels, leading to lower shield interference.

A seed-by-seed comparison between 1y, 7, and 7, with the
different shields is shown in Fig. 8, with policy z, shielded with 2S
as a reference. Each policy had three runs per seed (from the three
distinct training runs), which were averaged to obtain the reward
difference per seed. The average of 20 seed averages was then
calculated for each number of targets. Overall, small differences
are seen when comparing the different shields for the same policy,
with indistinguishable results for cases with 1S and 2S. On the other
hand, the differences between the policies are more evident.
Shielded 7, tended to show higher average rewards than shielded
m; and significantly lower shield interference. The shielded 7z,
obtained comparable or better rewards than z; but higher shield
interference, as expected, because it was not trained to avoid unsafe
states. This result highlights the importance of properly training the
agent with safety considerations—as done in 7,—instead of relying
on the shield to ensure safety—as in m,—as it leads to less
interference and higher performance.

B. Policies Trained with Shields

Section VLA highlights the importance of training the agent with
safety considerations when no shields are used during training. This
section explores the performance of policies trained with shields
using action replacement, action masking, and action replacement
with penalties for shield interference. Initially, the policies trained
with action replacement and action masking are compared, followed
by those trained with action replacement with penalties.

1. Action Replacement vs Action Masking

To take a deeper look into the performance differences, Fig. 9
shows the average difference in reward obtained by the policies in a
seed-by-seed comparison. The case @5 2S is selected as the
reference. The results indicate that the action masking cases tended
to outperform or show comparable rewards to the action replace-
ment cases across the different target densities, with an average
increase in rewards across all numbers of targets of 4+1.0% for H,
+0.39% for 1S, 4+0.3% for 2S, and +1.8% for Q. Notably,
differences tended to decrease with an increase in the number of
requests. The results do not show a clear trend in terms of shield
interference. Additionally, cases tested with the H shield tended to
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Fig. 9 Policies trained with action replacement and action masking
tested with shields; 7,5\ 2S used as reference.

show the highest reward compared with other shields with the same
policy because of its lower interference.

To investigate how much the policies trained with action replace-
ment and action masking learned the safety aspects of the problem,
they were tested without shields. Figure 10 reports the percentage of
cases alive during testing as a function of the number of orbits.
Surprisingly, 715r and my.g presented the highest percentage of
cases alive, with 10% of cases alive after 28.2 orbits. Still, no clear
trend is seen in terms of survival rate, where 10% of cases were alive
after 14.1 for my5.y, 10.5 for mpg g, 12.29 for 7.\, and 11.7 for 7 g.
Nevertheless, the results are consistent with what was seen in [46],
where On-PIAM masked training requires masking during deploy-
ment because the policy cannot avoid unsafe states entirely.

2. Action Replacement with Penalties

Figure 11 shows the percentage of cases alive during testing as a
function of the number of orbits for policies trained with action
replacement and interference penalties and tested without shields.
Unlike pure action replacement and action masking, policies trained
with penalties for shield interference better learned the problem’s
safety aspects. Although policies trained without interference pen-
alties have the incentive to learn the safety aspects of the problem
due to the opportunity cost of taking a different action than one that
could award points, assigning negative penalties helps steer the
agent in the right direction. Additionally, increasing the penalty
for interference directly improved survivability. Both cases with
1.0 penalty showed the best performance when unshielded, with
7y-P, obtaining 0.21% higher rewards on average than 7q-P;.

Figure 11 also shows the average percentage of the 90 orbits for
which the agent was alive as a function of the number of requests.
Cases myy-P; and 7-P; showed a significant increase in the average
number of completed orbits as the number of targets increased. For
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Fig. 10 Percentage of cases alive for policies trained with action
replacement and action masking and tested without shields across all
numbers of requests.
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Fig. 11 Aliveness of policies trained with action replacement with
interference penalty and tested without shields across all numbers of
requests.

example, zy-P; achieved 100% survivability with 3000 requests,
indicating that the agent was able to survive all 90-orbit-long
episodes entirely. These results suggest a substantial improvement
over the baseline in terms of survivability. The lower survivability
observed in cases with fewer targets is likely due to the agent’s
actions having longer durations (as targets tend to be farther away)
and having fewer opportunities to retask to charging or desaturation
actions, which increases the likelihood of entering unsafe states.
Furthermore, the agent has a stronger incentive to improve its
performance in scenarios that offer more rewards, which occurs
when more targets are available.

The seed-by-seed reward difference—using zy-Py; H as a refer-
ence—and the overall shield interference (averaged across all test
cases) are shown in Fig. 12. Case n, 2S and w5 2S are also
included to provide a comparison with the cases shown in Figs. 8
and 9. Cases ny-Pyo; H and zy-P; H tended to outperform all
other cases, with 7o-P; Q outperforming cases trained with the Q
shield, indicating that penalties around 0.01 and 1.0 are the best
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Fig. 12 Policies trained with action replacement with interference
penalty and tested with shields; z-PoH used as reference.
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options for interference penalties. Notably, most cases consistently
outperformed gy 2S, which was seen as one of the best-
performing cases among action replacement and action masking.
Although smaller differences are seen when comparing against 7,
2S, 7y-Poor H and zy-P; Q demonstrated superior performance
when tested with fewer targets. The best-performing cases with Q
and H also showed the lowest shield interference (average of 2.56%
for 7y-P, H and 3.61% for zy-P; Q), except for 7y-Po H and 7-Pygo
Q (with —77.7% average reward difference), which ended as overly
conservative policies.

When shielded with the respective shields used for training,
7y-P; outperformed zy-P; by 4.6% on average. Testing zy-P;
with the Q shield led to an average decrease of 1.68%, whereas
testing zy-P; with the H shield led to an increase of 1.97% in
performance. These results suggest that the more conservative
Q shield can be used in policies trained with the H shield without
significantly affecting performance while providing enhanced
safety guarantees.
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Fig. 13 Policies trained with action replacement with interference

penalty and tested with and without shields. Only elite cases are con-
sidered; zy-P; used as reference.

C. Elite Cases

When testing policies without shields, the average performance
of the policies was significantly affected due to the large number of
failures, which prevented the agents from collecting rewards until
the end of the episode. Consequently, shielded policies could have
presented higher average rewards because the agents were alive. The
elite cases were investigated to better compare the tradeoff between
safety and performance provided by shields. Elite cases are defined
as cases where the agent was alive at the end of the episode.

Figure 13 reports the average reward and reward difference for
the elite cases of policies zy-P; and 7zy-P;, both unshielded and
shielded with their respective shields. Interestingly, only minor
differences were observed between cases, indicating the small
impact of the shields on the performance of the policy. On the other
hand, the unshielded cases had 54.33% and 63.66% of agents alive
at the end of the episode for 7y-P; and 7zq-P,, respectively, com-
pared with 100% for the shielded cases.

The seed-by-seed differences in performance per number of
targets are shown in the bottom plot in Fig. 13. Although the
unshielded case tended to present a slight decrease in performance
for the z-P; policy, shielded zy-P; showed comparable rewards to
the elite unshielded cases in all target densities. These results show
the minimal impact of shields on the performance of the policies
while significantly improving agents’ safety.

D. Overall Performance

The overall performance of the different policies was summarized
by computing the average reward across all combinations of tested
shields (excluding unshielded cases because of the high failure
rates). Table 4 summarizes the average rewards per policy and the
standard deviation in parentheses (the average standard deviations
across seeds for the three training runs of each policy) and per |U|
with the four best cases highlighted in bold. Policy zy-P; showed
the best performance in four out of the five request densities.
Overall, policies trained with action masking tended to outperform
those trained with action replacement (without interference penal-
ties). Policy 7, also showed strong performance in three out of five
cases, outperforming z; and 7. Policy 7, also obtained higher
rewards than r;, highlighting the importance of properly training
the agent with safety considerations. Notably, no policy failed when
tested with the 1S, 2S, or Q shields, with one case failing when

Table 4 Average reward per policy averaged across all shields

Reward (standard deviation)

Policy  |U| = 100 U] = 500 U] = 1000 U] = 2000 /] =3000  Alive, %
zzl 148.97(25.78)  652.56(35.55)  1031.20(66.45) 1478.94(71.78) 1723.15(77.39)  99.92
7[2 119.48 (45.22)  692.34(32.56) 1112.38(36.98) 1588.70 (46.28) 1848.78 (67.28)  100.00
oy 171.62(10.45)  666.77 (42.35)  1048.19(58.77) 1509.71 (75.41) 1770.17(75.83)  100.00
TR 173.05(6.86)  709.95(36.02) 1107.05(53.89) 1577.31(64.40) 1820.37(77.98)  100.00
T 175.71(5.13)  726.08(1533) 1128.11(25.28) 1583.97(38.73) 1829.50 (45.19)  100.00
Tor 154.33(8.77)  670.26(29.28)  1044.63 (46.26) 1479.20(73.93) 1712.75(84.33)  100.00
ToM 158.29 (13.86)  685.21(28.85)  1071.53(42.75) 1506.10(58.21) 1734.62(47.75)  100.00
Tisk 151.52(23.82)  664.14(36.29)  1036.01 (42.38) 1482.46 (67.20) 1731.97(75.63)  100.00
Tiem  152.61(16.82)  659.93(29.82) 1039.86 (44.41) 1495.11 (54.69) 1738.32(62.51)  100.00
Tk 154.63 (12.04)  670.77(19.02)  1060.71 (28.97) 1521.16 (43.53) 1767.60 (34.09)  100.00
Tsm  16134(11.11)  675.04(24.80)  1060.24 (34.61) 151749 (52.33) 177641 (58.38)  100.00
mu-Poor  152.02(12.34)  681.05(44.52) 108421 (55.69) 1556.88 (64.53) 1804.19(69.68)  100.00
my-Poy  143.50(58.87)  681.27(57.28) 1076.72(59.37) 1536.94(57.35) 1785.94(64.39)  100.00
Py 16576 (14.11) 736.70(15.86) 1155.81(21.94) 163153 (31.61) 1880.64 (36.04)  100.00
ma-Plo 81.52(81.29)  626.27(101.28) 1049.73(70.66) 1501.17(51.38) 1711.72(49.77)  100.00
mo-Pogr  140.81(28.17)  704.09(28.01) 1110.48 (37.62) 1568.67(56.49) 1816.94(62.14)  100.00
mo-Poy  15827(13.36)  682.20(32.15)  1088.60 (42.27) 1556.05(53.99) 1815.84(60.12)  100.00
mo-P,  149.04(13.28) 703.36(27.55) 1115.96(35.54) 1579.11(4820) 1830.46(59.29)  100.00
moPly  933(5.60)  14576(207.89) 299.45(444.74) 446.02(672.19) 504.51(762.83)  100.00

Note: The four highest reward values for each target count are highlighted in bold.
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tested with the H shield, underscoring the importance of reliable
automated shields, as presented in [38], which can ensure safety and
avoid complex edge cases to which handmade shields are prone.

When analyzing the individual training runs and averaging by the
different shields used during testing, the first and second training
runs of zy-P; obtained the highest average reward for 500, 1000,
2000, and 3000 targets, whereas the first training run of zy-Py,
obtained the highest average reward for 100 targets. Table 5 shows
the four best-performing policies. These results are consistent with
what [27] presents, where policies trained with action replacement
and interference penalties tend to outperform the other approaches.

When examining individual training runs and shields used for
testing, different runs of policy zy-P; shielded with H were among
the best for all target densities. A combination of a safety-aware
policy and a low-interference shield explains this outcome. Table 6
summarizes the four best individual combinations across all testing
cases. Still, cases shielded with Q were also among the best-
performing cases.

The latter tended to perform better when considering only cases
trained with action replacement (without interference penalties) and
action masking, as discussed in Sec. VI.B.1. Table 7 summarizes the
four best-performing cases across all tested shields. Although these
results show less significant improvements than in related work, this
outcome is likely due to the small action space used in this work. For
example, Refs. [32,46] report larger improvements when using
action masking as the size of the action space increases. Further,
when multiple safe actions are available, masking could help the
agent explore more efficiently than simply enforcing the safest
action with action replacement.

E. Discussion

The results shown in Fig. 12 suggest that applying penalties for
shield interference during training with action replacement further
improved performance. Overall, better-performing policies also
tended to have lower shield interference, indicating better learn-
ing of the safety aspects of the problem. Although increasing
penalties for shield interference leads to decreased interference
during training and testing, high penalties can hinder learning and
lead to overly conservative policies. Notably, shielding policy
my-P; with Q resulted in a slight decrease in performance while
providing increased safety guarantees.

These results point to an inherent safety-performance tradeoff.
Whereas less conservative shields, such as H, may allow unsafe
actions in edge cases, stronger shields like 1S, 2S, and Q, as noted
in [38], can intervene more than necessary, reducing efficiency
and highlighting the potential for developing less conservative
automated shields. Nevertheless, shields substantially extended

Table 7 Best-performing policies trained with action replacement
and masking averaged across all shields

No. |[U] =100 |U| =500 |U|=1000 |U|=2000 |U| = 3000
1 TTH-M TTH-M TTH-M TTH-M TTH-M
2 TTH-R TTH-R TTH-R TTH-R TTH-R
3 T28-M TQ-M TQ-M TSR T28-M
4 TQ-M T28-M 2SR T28-M TSR

survivability during testing by keeping agents alive in testing epi-
sodes 30 times longer than training episodes. Although the average
reward tended to decline with shielding, elite cases demonstrated
that shields had a minimal impact on performance, as illustrated in
Fig. 13. These findings suggest that shields can enhance safety
without significantly compromising performance, making them a
promising option for real-time decision-making in critical systems.

VIL

This work explored the different methods to incorporate shields
during training and testing of deep reinforcement learning (DRL)-
based policies in the agile Earth-observing satellite (AEOS)
problem. The tradeoff between safety and performance provided
by shields is also explored. The problem was modeled as a partially
observable semi-Markov decision process (POsMDP) and solved
using the proximal policy optimization (PPO) algorithm. The results
show that training the agent with safety considerations leads to
better interactions between the agent and the shield during testing,
as seen by higher rewards, lower shield interference, and higher
survivability.

Although unshielded training coupled with penalties for failures
leads to good policies, the results demonstrate that training with
shields using action replacement and penalizing shield interventions
leads to superior performance. The resulting agents also demon-
strated significantly higher survivability when tested without shields
and consistently lower shield interference when tested with shields.
Smaller improvements were seen when comparing cases trained
with action replacement (without shield interference penalties)
and action masking, with the latter showing better performance in
most cases. The results also indicate a small safety-performance
tradeoff when policies are shielded.

The results indicate the viability of shielded DRL policies for
real-time onboard decision-making in critical systems, such as
satellites. They can also provide a starting point for designing and
training policies for future missions, where safety and performance
are critical.

Conclusions

Table 5 Best-performing policies per training run averaged per shield

|| = 100 |U| = 500 || = 1000 || = 2000 || = 3000
No. Policy run Policy run Policy run Policy run Policy run
1 my-Pro 1 y-Py 1 my-Py 1 my-Py 2 y-Py 2
2 m-Po 1 3 TH-R 3 THR 3 THR 3 TH-R 3
3 u-Po.1 1 my-Py 2 Py 2 Py 1 7y 1
4 TH-M 3 TH-M 2 my-Py 3 my-Py 3 my-Py 3

Table 6 Best-performing policies per training run and shield
|| = 100 [U] = 500 || = 1000 |U] = 2000 [U] = 3000

No.  Policy run shield Policy run shield Policy run shield Policy run shield Policy run shield
1 7-Po 1 3 H ayP; 1 H aygP; 1 Q myPy 2 H P 2 H
2 y-Pio 1 H THR 3 H THR 3 H 4P 1 H b2 1 H
3 T 2 H 4Py 1 Q ayP 1 H 7 1 H 7y-P 1 H
4 my-Pio 1 Q ayP 2 H ay-P 2 H g-P 3 H ) 3 H
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